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INTRODUCTION

Communities are dependent on mass
distribution of information, goods, and
services. Influencing the welfare, security,
and economy of every country subject to
the performance of its infrastructures . This
situation demonstrates the importance of
Critical Infrastructures (Cl), as they
facilitate society’s functions and services

Source: https://www.dw.com/es/inundaciones-en-alemania-antes-y-
después-en-las-regiones-de-ahr-y-eifel/a-58303135

Source: https://www.ft.com/content/d8749a56-b33e-11e7-aa26-bb002965bce8
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DEFINITION OF RISK
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Risk is the consequence of uncertainty on 5 = moex EVENT
objectives (ISO 31000-2009). = _ 2o BUSINESS
= (0ST = TREATMENT score =
= RETENTION oo § = RESOURCE. . =
oG s = = CONTEXT RI Ké NOWLEDGE = =2
) ) & =
Risk for infrastructures results from the PROJECT = = pmgmnzmmu IMPACT =

interaction of hazardous events with humans PLAN g
and infrastructures' exposure, capabilities, and STANDARD £
vulnerabilities. CUNTRUL

oooooo : https://www.bomca-eu.org/en/news/125-central-asian-customs-are-
reforming-their-risks-management-systems-2
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DEFINITION OF RISK
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Risk is the result of the probability of
occurrence multiplied by the consequences
of the event

inoex EVENT
BUSINESS

COST = TREATMENT sooee
£ RESOURCE

RETENTION g
AVOIDANCE C : R I S K KNOWLEDGE
PROJECT & PRIORITIZATIUN IMPACT
PLAN
MANAGEMENT ::ivio
CONTROL

oooooo : https://www.bomca-eu.org/en/news/125-central-asian-customs-are-
reforming-their-risks-management-systems-2
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RISK MANAGEMENT
AND DECISION-MAKING

Systematic application of management
policies, procedures and practices for
assessing, controling, communicating,
and reviewing a risk.

PROBLEM
DEFINITION

MANAGEMENT AND
JUDGEMENT

DECISION -
MAKING

d3asn SY3ILIWVavd
ANV SNOILINI43d

Universidade do Minho



d3asn SY3ILIWVavd
ANV SNOILINI43d

RISK ASSESSMENT

RISK IDENTIFICATION
Recognize and describe risks that
might affect an
organization achieving its objectives.

RISK ANALYSIS
To understand the risk nature, its
characteristics, and when possible,
evaluate the risk level.

RISK EVALUATION
The purpose of risk evaluation is to
support decisions.

According to the infernational standard
ISO 31000:2009 and the EUR 28034 EN
and EUR 30183 reports from the Joint
Research Center (JRC)
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RESILIENCE ASSESSMENT

A Qo
¥
“The ability of a system, community or society i Resouceluless and Redundancy
100 - affect the recovery path
i
: = -~
exposed to hazards to resist, absorb, . . J
= Effect of aging = ™= - Resilience
&) z
accommodate, adapft fo, fransform and recover = ‘”é‘ - Properties
4]
- ©
from the effects of a hazard in a timely and = 50 =
z
efficient  manner, including through the 1l )
preservation and restoration of its essential basic S Rapidity
>
0 t0 Time (1) tr

structures and functions through risk
management” United Nations Office for Disaster

Risk Reduction (UNDRR).
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RISK AND RESILIENCE 07
ASSESSMENT '
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THE SYNERGY BETWEEN

RISK AND RESILIENCE
CYCLE AND - RISK MANAGEMENT

ELEMENTS OF RISK AND RESILIENCE

ASSESSMENT g8 ASSESSMENT
i Q - -
3 *V' ( 3
é’ Vulnokbte | ' : $1: Adaptation
N | 8 =1 S2: Absorption
Risk ) Gl S3: Recovery
A A \ > /f'
Criticality
Exposure, Impacts
Properties
Activities Redundancy (2-4)
4 1. Risk assessment N Resourcelfulness (1-6)
20F tion, adapti
'2,“.5".,,'&“93."2;,? = Robustness (4-5)
3. Preparedness Rapidity (4-6)
4. Response @ 4

5. Damage assessment
6. Recovery, rehabilitation ‘
and restoration /
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EXAMPLES OF RISK
MANAGEMENT MODELS
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Methodology Type of risk Necessary parameters to insert (inputs) Parameters obtained (outputs) Focus of the study
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EXAMPLES OF RISK
MANAGEMENT MODELS

Methodology Type of risk Necessary parameters to insert (inputs) Parameters obtained (outputs) Focus of the study
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